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Why INCIBE and Education? === _ tincibe_

Safer Internet Centre iSA|.|< E‘Efﬂﬁi
¢Awareness

€017 Helpline

¢Hotline for reporting CSAM

Reference for private sector

*incibe-cert_
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In Al times...
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Frecuence of use

L 1
Frequency of generative
Al use among young people
ages 14-22
41%
MNever used
Al tools
21%
Have used —
i i
S Teen and Young
Adult Perspectives
on Generative Al

Pamiered OF ube, E5CTETET §, S OO HTE

HOPELAB (o Smman E_|‘_“n'r=“r=n

Mote: Kema may not sum exactly due to

rounding. Source: MORC survey for Hopelab every day

and Common Sende Madia conducted

O tober 4-MNovember 14, 2023, with L.X746 W, ®
young people ages 14-22 natiomaide.
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How do they access Al?

0% General Al (i.e. ChatGPT, 0% Nudify apps 0% Instant messaging (i.e. Meta Al
Gemini, Deepseek) on WhatsApp)
0% Social networks (i.e. Grok on X, 0% Creativity and design (i.e.
Meta Al on Instagram) Canva, Perplexity, Dall-E, Suno)



What for?
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15%
Write code

16%
Make sounds

or music

Source: NORC survey for Hopelab and Common Sense Media
conducted October 4-November 14, 2023, with 632 young people v o
ages 14-22 nationwide who reported using generative AL
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Is there Al in content...

From influencers and in social networks?
In search results?
Is Al content verified?, Is it trusty?

Does it include references?

Strongly DISAGREE (1) Strongly AGREE (5)



What do youth say?
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Teens may be using generative Al as a regular !GEI‘I Al] can be dangerous
: . : if we already have a lot of
part of their schoolwork and learning, including _ ;
self-esteem issues.

— but not only — for cheating."

“It helps me ask questions

without feeling any pressure.”

“Teens use Al to pretend they
have someone to talk to, or to
pretend theyre talking to their
favorite fictional character.”

“We use it [gen Al] for very
creative purposes, not just
cheating on homework.”

“l use Al to help myself with
making myself feel better
about being who | am”

Generative Al can be used for bullying others

and lying, including to parents.

“They should know that Al has
already tapped into the sex
market, and it has characters
that are influencing people”
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If someone send a picture or private data to an Al?

No problem, those data are inside my mobile
Al stores them (and learn from them)
Al can show them to other people

They can be manipulated maliciously (i.e. inappropriate pictures, false messages, etc.)

Strongly DISAGREE (1) Strongly AGREE (5)
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How does generative Al work?

0% Analyzes huge amounts of 0% Looks for relations among 0% Learns from what we say
data data or share
0% Checks for online up-to- 0% Itsgoadlis the truth

date information
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How do algorithms work?, Do we choose what we watch?

They suggest content randomly

They adapt to our profile (previous history, interests...)
They match our profile with data from other platforms
They try to predict our behaviour

They can get to influence us

Strongly DISAGREE (1) Strongly AGREE (5)



In what wrong dynamics can Al be involved?

0%

0%

Deepnudes

Hate / insults /
memes / stickers

0%

0%

Extreme porn

Hoaxes /
manipulation

0%

0%

Extreme violent
content

Fraud /
extortion

0%

0%
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Impersonation
on social
networks

Drugs / Bets/
health risks
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Does Al influence on online inappropriate content?

0% There has always been 0% Alhave safeguards 0% Aldllows creating illegal and
inappropriate content inappropriate

0% Alincreasesits volume 0% Volume + viralization =
normalization + desensitization
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What are we worried about Al?

Thoughtful learning vs easy pass

False confidence

Errors, halucinations, misunderstanding prompts objectives
Privacy and reputation loss

|dentity theft

Bullying, extortion, inappropriate content

Disinformation, manipulation

Platform dependence

Less worried (1) Most worried (5)
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Worries? 8 S .| 7 INCIDE

1. Cheating on schoolwork

2. Emotional development, social, relations-sexuality, bullying

3. Privacy and personal data (errors, breaches, hacking, bad use)
4. Disinformation, scams/social engineering

5. Reinforcing biases (racial, gender, etc.)

6. Health diagnosis errors

7. Loss of intelectual property, unemployment, inequalities

8. Loss of human connection

9. Lack of limits and safeguards for teenagers

10. Al takes over the World
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How can we support teenagers with Al?

Privacy

Know how Al works

Respect, tolerance, responsibility

Media literacy, critical thinking, verify information

Security, privacy and parental control options

Know the consecuences (social and legal) after a wrong usage

Blocking and reporting options

Less important (1) Most important (5)
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Keys? #i= = . tinclbe_

¢Lack of youth participation regarding Al

¢Learning about Al at home or with Friends
¢®Low level of consciousness about risks

¢®Need to empower critical thinking

¢®Need of deeper knowledge
¢Strong role of families to mitigate risks

_ ﬁdulescent
¢ Perspectives on
“Arbficial Intelligence




Al workshop (and campaign)... ainene

premiere on next week! == == tincibe_
s www.incibe.es 2 Eventos =2 SID
/ | o

/ Dia de JUEVES

~ . Internet 26 de marzo
Segura2026  10:30h 171155

iClaro!, aqui tienes una propuesta. ;Tu que harlAs?

¢ incibe.es/eventos/sid  #SID2026 #DiaDelnternetSegura

=) EEESe.. ot (8) SRS O itef
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INCIBE and the educators
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Los servicios
de INCIBE

para el sector educativo




For school management

B www.incibe.es/menores 2 Educadores
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Lesson plans s ... sincibe_

SPAMISH RATIONAL CYBERSECURITY BSTITUTE

B www.incibe.es/menores 2 Educadores =2 Materiales Didacticos
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—— /£ 4 Linternafest | @
s S limpiabrilla inc. Herramientas %
E PEGI3 Contiene anuncios

T s f La mejor app de linterna. Facil, ripida y superluminosa. In POLICIA
— con modo fiesta y luces de muchos colores para pasarlo ;5

CIBERDELINCUENTE

Ul ad i St s T

L ]
TU INFORMACION
VALE MUCHO

Wiribdaed Db e s &
INFORMACION ADICIONAL
OPINIOMNES
SABES ELEGIR * 5 I Actualizado  la semana pasada

* 4 W1 Descargas  1.000 - 5,000

i *** re : i 1 Desarrollador limpiatdtpt?8@gmail.com
17 & —
PERMISOS

% Identidad EFﬂmifmummdhfird\hﬂi El ID de dispositivo y datos de [lamada

— ¥
Ursdnd Dieddohion &

COMENZAMOS B contactos =] Aimacenamiento (2) otros ‘E
CON CIBERSEGURIDAD

e ® Historial de aplicaciones e Teléfono W Conexicn Wi-Fi Sﬂ',r‘ de...
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Online workshops = e == YINCIDE_

B www.incibe.es/menores 2 Educadores =2 Materiales Didacticos

Usuario: @Ninjalé

250 puntos E_‘“J

| O De @Gamerix2023

- . ' § @Ninja16, te regalamos
una nueva version de
Mioocraft GRATIS, en
exclusiva para ti
http://url. mi0/34813.

eStreamtch

' A, Le eacriba algfe freciovs

iSolo estara disponible
los proximos 15 minutos!

M4SCOT4 DI4RIO
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More educative activities fi= e == tincibe_

CPAMISH WATIONAL CYBERSECURITY NSTITUTE

B WwWww.incibe.es/menores 2 Tematicas / Recursos

Hay carne de perro en los bocadillos
de la marca GUAU

Ana

Edad: 14
Vivo en tu ciudad | Voy a otro instituto

No me comas!!

Hola! jPor fin encontré tu perfil! Soy la del
it juego del mowvil. La ultima partida estuvo genial,
| e jcasi me ganas! ** Agrégame y asi podemos
¥ hablar también por aqui y conocernos mas.

NO, NO, NOOOQOI!!!!

Mo CIaSINCIesDdes, [0

iDescubren carne de perros en los bocadillos de la
marca GUAU! Yo tengo claro que voy a dejar de
comprar esta marca. Compartelo con tus
contactos para que entre todos hagamos que
GUAU deje de torturar a los animales.
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Infographics, videos, tests, games... @gEmean = sincibe

CPAMISH RATIOMAL CYRERSECURITY nSTITUTE

B WwWww.incibe.es/menores
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ROB0 DE CLENTRS
- Lacuenta de
SandboxRoyale de
Maria ha sido robada.

educaplay

Instituto
S (INCIBE)

K&ho:;ﬂ INCIBE. como

Algulen en redes soclales
contactd con Mario y le
ofrecid ganar dinera
wirtual gratis en el
videajuego con tan solo
paner &l corred de esa
pErsona &n U cudnta
duranbe un minuto,

B Apzra o Hlﬂmrl.ﬂdﬂ-m

& Ko egos o socsodar y sesiateols rechare. a"ﬂ'whmw_ﬂibm&m
. il Felrisdn Tu THeSEE.
i Evita dor “me gaia” y comgorti pblcocieen
S . (P

& Ho pariipss #4 gropss de 80060 '@ Mo boeres los meesopes. guonda lns prasbas.

Es imporfante que pldas apeda.
Mg atias wala fa.

cSabes actuar contra el
La dieta de los influencers - Piensa, 3 ciberacoso?

conecia y elige tu camino en...

Jugar en Presentar
E Asignar
solitario en vivo 8
\ Lk jugadas - 72K jJugadones
S L 4
a




Up to date information

www.incibe.es/menores =2 Blog / Teméaticas / Recursos
www.incibe.es/ciudadania
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¢ iNncibe

CPAMISH RATIOMAL CYRERSECURITY 18STITUTE

Twitch

Steam

OnlyFans

¢Qué es para ti el 0177,
4 edicion del concurso

Publicado el 271002025

@ ..-r-.:;:q:#

il

Exploramos los riesgos
de las imagenes
temporales en Internet

Fublicada el 131002025

IMAGENES Sz
&5 TEMPORALES

'

{

_“‘-\-\

Te acercamos a la
campana "DSA for
YOUth- Protecting
minors by design”...

Publicsdo ¢ 23M10F2025

Coémo difundir come
centro escolar
imagenes de los
menores en RRSS

Actualizado ol (/092025

T
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Online courses (MOOCsSs) #i= e == tincibe_

LEAMISH WATIOMAL CYRERSECURITY 1NSTITUTE

B www.incibe.es/menores 2 Educadores =2 Formacién

Promoviendo la ciberseguridad desde
la COORDINACIONTIC |

\

wodie . e =l R e (O it

N

ALFABET|ZACION
MEDIATICA

GESTION DE LA
PRIVACIDAD

Menores y seguridad ocepd
en la red

#MenorSeguroEnRed

=

PROMOCION DE
LAS RELACIONES
POSITIVAS SEGURA

CONFIGURACION
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N/
And not to forget...
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We help you ===  incibe_
B Www.incibe.es
4 ™
TU AYUDA EN I,
CIBERSEGURIDAD @ @
sincibe_

@ 017 900116117 @INCIBEO17

Free advice for risks prevention, and managing online incidents.




sincibe _

*Nncibe

SPANISH NATIONAL CYBERSECURITY INSTITUTE

Thanks!

— incibe
© internetseguraforkids

Suscripcion boletines
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